
Cybersecurity in Business Valuation: 
Addressing the Impact of  

Data Breaches on Value

A BVR  
BRIEFING

EXCERPT



Cybersecurity in Business Valuation: Addressing the Impact of Data Breaches on Value 			     bvresources.com2

Copyright © 2020 Business Valuation Resources, LLC (BVR). All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by any 
means, electronic, mechanical, photocopying, recording, scanning, or otherwise, except as permitted under Section 
107 or 108 of the 1976 United States Copyright Act, without either the prior written permission of the Publisher, or 
authorization through payment of the appropriate per-copy fee to the Publisher. Requests for permission should be 
addressed to the Permissions Department, Business Valuation Resources, LLC, 111 SW Columbia St., Suite 750, 
Portland, OR 97201; (503) 479-8200; permissions@bvresources.com

Limit of Liability/Disclaimer of Warranty: 
While the publisher and authors have used their best efforts in preparing this book, they make no representations or 
warranties with respect to the accuracy or completeness of the contents of this book and specifically disclaim any 
implied warranties of merchantability or fitness for a particular purpose. No warranty may be created or extended by 
sales representatives or written sales materials.

Business Valuation Resources, LLC (“BVR”) shall not be liable for damages arising herefrom. The fact that an 
organization or website is referred to in this work as a citation and/or a potential source for further information does 
not mean that BVR endorses the information the organization or website may provide or recommendations it may 
make. 

Further, readers should be aware that Internet websites listed in this work may have changed or disappeared 
between when this work was written and when it is read.

The images contained in this book are the property of the authors, individuals, or agency to which the image is 
credited. 

Editor: Chris Horner

Managing Editor: Monique Nijhout-Rowe

Senior Copy Editor: David Solomon

Chair and CEO: David Foster 

President: Lucretia Lyons

PDF ISBN: ISBN: 978-1-62150-194-7



Cybersecurity in Business Valuation: Addressing the Impact of Data Breaches on Value 			     bvresources.com3

Table of Contents

Introduction .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .  4

PART 1. Understanding the Data Security Issues That Impact Business Value  .   .   .   .   .   .   .   .   .   .  6

1-1. Why Data Security and Privacy Are Important to Company Value. . . . . . . . . . . . . . . . . . . . . . . . . . .                          6

1-2. Overview of Common Vulnerabilities. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                 12

1-3. Data Security Regulatory Frameworks. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                               15

1-4. How to Assess Whether Cybersecurity Requires Attention. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              17

PART 2. Integrating Cyber Risk/Liability Assessment Into the Appraisal  .   .   .   .   .   .   .   .   .   .   .   .   19

2-1. Asking the Right Questions to Quantify Cyber Risk. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                     19

2-2. Quantifying Cyber Risk . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                            21

2-3. Cyber Risk Value Levers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                           23

2-4. Income Approach to Integrating Cyber Risk Into the Valuation. . . . . . . . . . . . . . . . . . . . . . . . . . . .                           25

2-5. Market Approach to Integrating Cyber Risk Into the Valuation. . . . . . . . . . . . . . . . . . . . . . . . . . . .                           28

2-6. Treat Probability of a Data Breach as a Contingent Liability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             30

2-7. Using Option Theory to Quantify Cyber Liability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       31

2-8. Quantifying the Client’s Cyber Insurance Needs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       33

2-9. Make Cyber Risk an Exclusion in the Valuation Engagement . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            35

2-10. Closing Considerations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                           35



Cybersecurity in Business Valuation: Addressing the Impact of Data Breaches on Value 			     bvresources.com4

Every company—large and small alike—now faces material risks related to data security 
and privacy concerns that need to be addressed when performing a business valuation. 
The evolving and increasing risk of data security and privacy is one that cannot be ignored 
in a credible business valuation. Addressing data security is a challenging area for valu-
ation experts because it is a complex issue and there is little guidance or empirical data 
to help quantify these risks. This report presents some emerging ideas and techniques 
that are helping to pave the way to better understand and measure the impact of data 
security and cyber liability risks on the value of a business. 

Introduction

Data security liability continues to grow in importance as the issue of data breaches and their impact on 

the value of businesses increases year by year. It is anticipated that global financial losses and costs at-

tributed to cybersecurity will total $2 trillion in 2019 and reach $5 trillion by 2024. A breach of a company 

or organization now averages around $8 million. In fact, data liability security failure may be the most 

existential threat to a business today.

This report reviews a number of specific cases where the impact of a cybersecurity or cyber liability break-

down led to a tangible, and, in some cases, catastrophic, change in the company’s value. It also provides 

valuable insights and information for practitioners who are asked to testify on diminution of value cases 

and direct damages to a business.

Practitioners may be asked to consult on determining the appropriate level of cyber liability insurance cov-

erage for a specific business. As part of making this determination, a client may ask the valuation expert 

to help him or her build models to figure out how much liability insurance he or she should purchase—a 

challenge that can be met through statistical modeling and simulation, also discussed in this report.

The client may be interested in learning not only how much coverage to purchase, but also what his or her 

exclusion is. What is the top end of that coverage? What might the deductible be? To help answer such 

questions, this report addresses how these damages arise and how they are quantified.

The ability of practitioners to offer such services can become an important part of a practice and con-

tribute significantly to the bottom line of those who choose to offer them.

This report does not aim to make anyone an expert in every element of cybersecurity but rather to 

determine which critical questions need to be asked of the client in order to determine to what extent 
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cybersecurity should or should not impact an appraisal—and to pose the questions in a way that will not 

inundate the client.

Part I of this report focuses on the complex issues the practitioner should be aware of regarding the 

overall cybersecurity and cyber liability landscape. This includes how and why data security impact a 

company’s value, an overview of common vulnerabilities, and the recent sea change in data security 

regulatory frameworks that have made data security into a compliance issue for every business.

Part II takes up how to determine whether cybersecurity demands special attention, or how much atten-

tion, in a specific valuation assignment. This section begins by providing practitioners with a valuable 

checklist of issues and additional questions to ask management, discusses how to quantify cyber risk, and 

proceeds to the all-important question of how to integrate the cyber risk assessment into the appraisal.

The issue of cyber liability is not going away. It will only become more important.

BVR would like to thank cybersecurity specialist Charles Hoff (Data Security University) and business 

appraiser Michael S. Blake (Brady Ware & Co.) for their invaluable help in creating this report.1 Hoff covers 

the material in Part I of this report, and Blake takes over for Part II.

Charles Hoff, JD, MBA, is founder and CEO of Data Security University, an Atlanta-based company that 

delivers to enterprises, chains, and government agencies a proprietary online data security and privacy 

platform. Hoff is considered an expert in the field of data security and privacy and has devoted his entire 

career to this field from the start of his career at Equifax as senior vice president. HeCharles provided 

data and privacy security counseling to some of the largest companies and associations in the country 

such as the National Restaurant Association and has previously managed collective action lawsuits on 

behalf of organizations that sustained data breaches.

Michael S. Blake, CFA, ASA, ABAR, is a director (shareholder) of Brady Ware & Co., a Dayton, Ohio-based 

CPA firm, where he leads the Atlanta office’s business appraisal practice. Blake held positions in venture 

capital and investment banking prior to moving to business appraisal full-time and is an expert in buying 

and selling interests in software-as-a-service companies and professional services firms, as well as 

helping clients manage their risk with modeling and quantification tools. He was named to the Atlanta 

Business Chronicle’s “Top 40 Under 40” list in 2009 and is a graduate of the Leadership Atlanta Class of 

2014. He is treasurer of Care and Counseling Center of Georgia, the largest nonprofit mental healthcare 

organization in the state. Blake is also host of Decision Vision, a weekly podcast discussing key business 

strategic decisions with over 2 million downloads since its launch.

1	 The material in this report is based on Don’t Make Me Call Security! Considering Data Security Liability in Business 
Appraisals, a BVR webinar, Oct. 30, 2019. 
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